
~Punch Liat"

OOJ has reviewed the 11 "punch list· capabilities in'reterence to
CALEA, its legislative history, and the underlying electronic
surveillance statutes~.. 'Xn addition, DOJ reviewed a memorandum
evaluatinq th~ ~punch lis1;" unaer CALEA that va; prepared by. 1:.he
Office of. Gen~ral .Counsel (OGC)· of 'the FBI. As; a result of its.. . .

~, D.C 2aS.l"

~'''.''':' '··c ••Dear Mr. Barba:

:=EB 3 1998

Mr. Tom Barba
Steptoe & Jahnson LLP
Attorney a 1: LaW
1330 ·connecticut Avenue, NW
Washington~ DC 20036-1795 .

This letter confirms discussions held between the Department of
Justice (DOJ). the Federal Bureau of Investigation (FBI), and
representatives of the te1ecoamunications industry·dur1nq a
January 23. 1998, meetinql regarding OOJ's po,ition on the legal
status u.nder the Communicat:.ions Assist.ance for Law Enforcement
Act (CALEA) of the ~1 electronic f::urveillance capabilities
(referred to as the ·punch lise) that are misslnq from the
current Telecommunications Industry Association iTXA) ·electronic
surveillance standard J-STD-025. Additionally, t confirms the
terms and conditions upon whiCh DOJ will forbear brill91ng
enforcetnent actions aqainst industry· melnbers for non-oomp1iance
with CALEA.

L'1'hose in atten4anQ41 at ~e January 23, 1998, .eet.il\g included
representative. ~rom 1:he cellular ~leCO_Wlieation. tndust1-y
A~6ociatfon (erIA), PeJ:'•••l co.aun1oa.tions Ind.u8tzoy Aseociat.ion
(PCIA), Telec01IIINnications Xn4U111:rY Association (TXA), united
·$tates. 'l;'elephone Aasaci~tio~ (OSTA), Bell Atlantic, Department of
.Justice and the.Federal Bureau of Investi~ation.

2 CALEA. was enaeted to preserve .the 4lectronic surveillance
capabilities. of law enforcement .comaensuratevlth t:he legal
aUthority. fo~d in the·und_rlylng electronic surveillanoe
statues, and so tha.t el.ectronic surveillance efforts COUld be
conducted ~roperly pursuant to these statues.
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review, oOJ is providing the fOllowing legal opinion; 9 or the
11 capabilities are clearly within .
the scope of CALEA and 1:he Ul'Wlerly1DCJ e1ectrol'l ic surveillance
statutes. These nine capab1lit:lesare1

: .

•

•
•
•

•

•

•

•

•

Content ·or· ~.renced. calis; . . ..
. Party Bo14~ ~"·Join. Pan!,. Drop; .
Access to .8iabjeet.-init:latedd1al1nq. anel 8ig'fta11nq;
Not.ification Ilass&Cle. (in-band and·.ou~-Of~band
si91'laling); .; . . . .'. .
Timing- to'. correlate call data and call ·content i
Surveillance Status K~ssage;
Feature stat.us. Kessaqe;
Continuit.y: Check; and
post eut~t:hJ;~gb..dialing and signaling.
". . . :. . .' :'.. '.:..... '

. ~ith respect to the rirst four oapa.))ilities (Content. of.
conterenced calls; Party Hold, party Join, Party Drop; Access to
·su~jec~~initiateddialinq·and siqnaling; and Notification Kessa~e
·of in-band and out-or-band· siqnaling), oo..T finlly· be1.ieves th~t

law enforcement'sanalys1s .and position regarding these .
assistance capability requ1x-e.ents satisfy CALEA section 1.03
requirements. These desoriptions are set forth in tile re8ponse
sUbmitted by the FBI' to '1'J:A C:o_it.te.e TR4S.2 auring the
balloting process on standards document SP-~S80A.

with respect t.o the fifth through- theni.nth C2J?abilities (Timing
to correlate oall data and call content; Surve~llance status
Kessaqe; Feat.ure status X....'e; Continuity Check; and Post cut­
throUCJh dialinq and siqna1ing), DOJ has ·alBo concluded that. 1aw
enforcement's position satisfies CALEA section 103 requir~ts.
Because of this opinion, discussion between the industry and 1aw
enforcement will be required in order to select a mutually
acceptable means of delivering the information specified by eaCh
capability. Thus, if industry cUsagrees with law enforoeJllent' s
proposed delivery method, it must affirmatively propose a
meaningful and effective. alternative. .

.Basecil upon the tOl:eeJo1l'lCJ analysis, it 1s DOJ's opinion"that TIA
int:eria s~a.ndard. ..T':'STD-025 is.. ~a.11in9 to inclu4e. p4. ~operly
address the nine :oapuil.i~l.s 11ste4 above. Industry and l.av .

. enforcaent may. wish to act 1n concert to revise the 1nt.erim
st:an4ar.4 J-S1'0-025 ~1:o .include solutions for each o~ t:bese m1.asinq
electron10 survell1ance cap~ilitles. .

3 See xte.ms 1.-7,9, and. 10 or Attaehmen~ A.

~ The !-at 1s closely coorcliDat1a9 ita eftorts vith state anet
local la.w enforceaent" representat.i-v.. aer06S the ~tlon.. In this
docuaent -law enforcement- anc:1"-FBr reterto this partn~sbip and
are used int.erohanqeably_
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With respect to capability number eight (Standardi~ed De1ivery
:r~terface), althouqh asin9le ,d.eliveryinte.rface i8 not aanclat:.ed
bY CALEA, DOJ· !;)elieves that a ,s1riqle, standard interface woul-a. be
cost ef:fectiveand of great benefit to both law enrorcement and
tel.~unica:tionscarriers. ReCent productiv~ discussions with
industry. have result.ecil in what J)()J bel1.v8s is an acceptable .
coaprcndse,: whereby the u.susUy VC\lld. COJIIIIit to &,: Jillited 'nWDber
o'f no lIlorethan five 'delivery interfaoes.· OOJ supports INch an
agreemen~. .

With ~espect to capability number 11 (Separated. D$l.ivQrY), DOJ,
while recoqn~zinq the usetulness of such,delivery £or'the
effectiveness of electrohicsurvei,llance, 'nevertheless does ·not
believe that CALEA section· 10~., or t.he underlyi.nq. electronic
surveillance statutes, r&qtiire separated delivery.

Building on theproqress .ade ~urinq the final months of 1997,
the FBI' s CALEA Implementation Seotion (CIS) will continue. to
worK with solutionprovidersJto reach an agreement on the
technical feasibility of all~the CALEA capability requirements.

Iorbeuance

During ~he January 2J, 199B, meeting, the parties discussed the
conditions under which DOJ would ·agree not to pursu.e enrorcement
actions against the carrier under section 108 of CALEA with
reqard to the CALEA mandate that a carrier meet thQ asgistanc~
capability requirements pursuant to CALEA section 103 by
OctoQer 25, 1998, or a9alr&llt a -.anuf_c:turer with respect to its
obliqiltion under CALEA·se·ot;ion ..10G(b) to make .features or
1nodifica.ti.ons avai.l.able on il '·reasonal31y tiaely basis.· A letter
froJll the Office of' the Attorney General, which wa.s provided to
all meetin9 attendees, out~!ned the basic conditions regardLng
forbearance:

In those situations where the carrier can foresee 'that
itw111 not be able to meet the deadline because the
manufacturer has yet to develop the solutions, the FBI
is prepared t~ enter into an agreement with the
manu:facbirer .of -the carrl..'. equ1.paent werein bo1:h
pa:rt:ies" ('the ·FBI and a Balmfaatu.rer) ¥aUld a~" upon .

. the tecbnol09i~l Z'equir--..n~s and funct;ionality for a.
specific av1tich plaUoDl (ft. o1:1let; non-switch 801ution)
and a r_on81. &hCS fair Mtloyaen't schedule which :
wouJ.<l lnclu4. veri~J;ul.ail..tones. xn ·retwm, DOJ
will not.· pur8ue -an' el'LtorOeaeJl': act-ion ac;ainst ~e
JDanUractur'er 'or c2UTi8:t;" as lonq as the t.erms- ot 'the
agreement are' met in the tiDle frames specified. . DoJ

S .Solutions providers' include not only switch-baaed
manUfaCturers, and auppo~t service providers~ ):)utother industry
~ntities that are· engaqed in the' development of net\lork-based and
other CALEA-eompliant solutions. .



will.not pursue enforcementact1onaq~instany carrier
uti11z~nq th4 switch platfor.m(or rton~5w1tch sOlution)
namedl.n the agreement.. ':' . ' ' ,

. . .' . .

DOJ, in com;ultat,ion viththe rBI, 'bu, .further elaborated on the
conditions related "to forbea~ane.,as' 'fOll.ow.,:. .', .•. , :

Any JRembe~of the teJ..C:O_~i~tlen.·.t~WI~·8eekin9·.for~arance
must subm1t to CIS a st:ateaent :tha.:t· ~dentif1es the fo.!"101unq:

1. 'The CALEA ,capabil:ity requireaentsthat \iill be included
in its platform or desiqned into any non-switch-based
solution.

2, The projected date by' which the platform; or non­
awiteh-based SOlut1on, will· be made commereially
available, the ·commercially~vailabledate.~

J. A timeline. forQ~~iqn, development, and testing
1I1ilestone~ that will be. achieved by the manufacturer
from the start of the ,p,roject through the commercially
available date, the -1UJ.lestone timeline. R

~. A schedule for furnishinq information to CIS at each
milestone to permit clS to ve~ify that a milestone has
been reached.

s. A list of specific types of infonation to be provided
according to the foregoinq schedule.

6. A schedule for providing' mui:ually agreed upon 4ata to­
CIS from Which ehe Cover~ent will be able to dete~ine

the fairness and reasonableness of the CALEA solution
price.

7. A list of the specific types of price-related data to
be provided.

With respect t.o' item 1, the. term, -<:ALBA. 'capabilit.y requ1reaents·
refers to *ilie funC1;ions d..~inecl in' t.he .'rIA t=er1ll e1:anclari
J~STD~OZ5 an4,the.~lr&t nine..puncb l18t'capabil1t1•• described
-.rlier in' this .letter:. , La'; ..f.oJ:'o..en~ ·wlll won vii:h each'
solution provi4er 88. 11; p~\1cIea ..a tecibnloal tauibilU:y .~dy to
eonf!ra its un4arstan41nq of, an4 aJ:»11ity to m.et, the CALJEA
capability, requ.!reaents. For those ~tchinc.l ,lattaras, or non­
w1tCh--based .solutions, on which a. eapability 1.8 tOQllnlcally
infeasible" law en1!orcemeJ\t vill COI\8ul~ with solu~ion providers
t~ assess ,the possz1·bi1.1ty ·.of provl<11D9 ef.tectlv. tec:bnlcal .
alternativ.es that w1,11 se111 p~ov1c1e law enforcement with the
necessary eVid~nt1ary and miniDiization da,ta sought by the
capability.' '.

Wi.th respect to item 2, theter:m ·co_ercially available clat;e"
refers to the date when the platform or non-switch-based solution
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will oelllaae ava.ilable. by the solution provider for the i..lIwleclia te
purchas~ and deployaent: by. a carrier. 'r.h.at date ~l.l, in no
event, extend, .beyon~ ther·1.rst· currently. lJI=.d'll.~ sott-wue
qeneric .pr04uc't release .·.•f~er the OCto.~.·.2S,···1998.' ~p.~11ity
c~P11anc. d;ate. ~ith respect to. i~_·.~,;·tb.•.tara.""11.~tone
tJ.mel~e· refers to a schedule. of~tbe H~••U:y ·d'-19ft,·; ... "
~evelo;aen~, and tut1nW. step•.~ .be t:aJc8D ·.br: a· tlOluUon' provi<1er
.l.n maJc1ll9' a product. comaercia~ly aveilab1•.•· ·wi1:h ·Z'eapeet·· to' item
", a sqlut~.oD provider 'is expected. to iJ.,\oluC!. a schedule: .
specifying the. t1ae arter the coaplet:ion of ..each ·~l..tone When
CIS will.·· be .able to verify that the ini·leston4 ha&· been re~ched.
With respect ,to item 5, th~ specific types of 1ntoraation
contained in th. afrirmative·confiraation.of the f~retoinq
schedule will. ·inclu4e, but .not· be Ibllitecl 'to, draft 4esiqn
documents, feature specification docu.ents, ~d.t••~ ~e&ults.
Withre~pect to item ~,' a solution p~ovider 1.8 expected. to.

. .~rovlde a schedule detailing the c1ellvery·· to CI~ ot all necessary
~nformation tot' the government to make a. datermlnatiCJn of the
fairness and reasonableness or the price of the solution
provider's co~ercia~ly available CALEA solution. with respect
to item 7, .thespecific types ofinforMat1on contained in the
price-rela.ted information ot the toreqoing schedule will include,
but not be limited to, market prices of coapar.ble features with
similar levels of de&ign, development, and testin9·effort.

Forbearance fora solution provider, and its carrier customers,
\.Iill be conditioned upon its abilit.y to pzoov1de t.he .bove listed
items as well as to ~eet veritiable solution developaent
milestones. A solution provider's failure to meet these
milestonesvill result in the loss of forbearance for the
solution provider.

Carrier forbea.rance ends with the commerc1al availabilitI of a
solution. switches, or portions of a network, of histor cal
importance ~o law enforcement for which the CJoverllJlWftt must
reimburse the carrier will be ide.ritifled. »y CIS. Equ1paent,
facilities, a~d services install~ or deployed after January 1,
:L99S~ .will' be ino~uded in any forhearanee _t1l a' aolu~ion is
commercially '8.va.ilable. Followillq solU.tioD availability, ~or
those ~itoh~~ or .port1on~ of a n~tvork not 14entitlecl by C:rS,
carriers .are axpec1:ed 'to ro;l:lov their norMl 4.p~1: processes

. in d.eta'l:'1llin.inq whiCh .v1'tohe., or portlona of the1i:' networks,
vill be upvraded wit.h the <:ALBA capabi11ties~ FigUre 1
illustrates the basic e1emerits of forbearance. '
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Figure 1: Forbe:at8Dce

The foregoing forRearance 4i~cussion centers on tWQ ~ep.rate and
distinct aqreeaents: Agreement.s in Principle (AlP) between the
FBI an<1 'a solut1ori prpy.1der,.. and cooperative Agreements bet~een
the FBI and a carrier.' ... --

In an AlP, theFSI and sOLution providers agree that sOlution
providers bave cOlllt>1.1e4 with the 6even criteria listQCl above,
includinq a feasl~~ll~y analysis and pricing information for
CALEA capab.t.lity requirements. The feasibility analysis- and.
pricing information w111 allOY tbe governmen~ to finalize its
position regarding the standard, extension of the compliance
dates, forbearance, etc. The FBI, in consultation with law
enforcement, will not ~ in a position to make critical
determinations until the intormation described -in the above seven
criteria has been provid.ed~ ~.

Current;lymany ·ve.ra1.ons of draft. AIPs are c1rculatinv, both FBI­
and 1naustry-generated., an4 8011e are more cOIIpre.henslve ttll~n 15
presently warrante"'·. soae: of the AlPs in circulation were
duived. from an·A.n' dr.atted. .by. Tn. '!'be' FBI: hop.. to ...t with
TIA clurin9 'Che week 'O~ F~ 2, 1"8, to 41scus. the proposed
AJ:P·~ '1'he r ••ult,s o~ 1:heaa 41sw.••ioDtl vill then be· 41....1Dated
to TIA t S ·meJllbership and any otber intere.ted SOlu.tion provider.

The cooperative Avre8a4lD'e, Oft the 'other hanes, is the contractual
veh101e whereby 1:.elec:OIIUIlUbicat!ons ca~ler8 vill receive
re1Jl1lNrsacmt for 1;he1r eligible CAL. coats. .Cooperative
Agreements aay ))e. executed for <l1fterent purposes at:. ditferent
stag•• o~ CALEA 1JIpleaen1;atlon. For exaaple, an initl..~ round 01:
Cooperat~v.e Agreement. naqotlat1ons.ls taking place to establish
contractual vehlo1e-s Whereby carr1ers ••1.8c1:.8d to support
specific solution-providers wl~ the ~ea.lbillty analyses and
pricin9 information may receive reimbursement for assisting in
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this effort. Unfortunately, this initial round of negotiations
has encounteredSOD8 probl_5. One of the issues. ·is the. .
clarification .of. a· ca.rri.~.;'.s role·in assi.sting- in ·1:he .analysis of
~. Sol';ltio'~.·iZ"OViclez"'.·P*'Opo~.solut:.J..on. : l·t~. fJOOJi . .
Gl.Scuss1.ons .v th·: carrier•. ~at: a lIutual .\IlICleratan41ng· of the
int,ent of. the. 9ov.~t: ~.•.~e4. ~.ft9Wl,.:tor:·~:COOpeDltive
Aqreementa an4 it:a..SUt:_ant·~~k' .(SOW, .4oe•. n.~· ,.~ ·exist..
Caft'iers .co...nte4·...t:h&t: t:he SOW. iM1UcIe4.·a· ccmsult:.atlve role that
the carriers· are ·~1. OJ;'''·~lilint'.~t()>>ttl'ton.•. !Ai'" .J.:t vas
the ·qovernllent·'.lf !Ji1:Al'Jt:.1:o COJl~ct: .an SOW t],e~i))l.• en~U9h to
a1low carriers :t:o ·:acc~.te1:heirnonaal roles in .t:JI•. soluti.on
provider product develoPMent:. process, the proposal. reoeiv~d in
response to'the sow have been too non-specific to provide real
value.

~he FBI still believes·,' ·'and·;·h&s· had. it confined by solution
providers, tha~ carriers· haVe an essential role to play in
developinqthe CA.LEA solution. '!'he FBI will· nov request that
each solution provider describe in detail the typica1 interaction
it lllight have .with one of its carrier customers duri~g new
product development. The$e descriptions will then be .
incorporated into the proposed SOWs/which the qoV'ernJllent will
seek from carriers.

Your continued willingness to work with law enforcaaent toward
the developlllent of. electronic surveillance solutions is greatly
appreciated.

Sincerely,
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. cont.811~·of
·.Ub·ject-1JJit.\.•~ed.. ,
c;:ont~ncG: ,,_118 ,.

Party Hold, Jo1n,
Drop

Access to 8ub~.ct­

initiat.ed dialing
and signaling

In-ban~ and out­
of-band oL9naling
(Notification
Keasage)

T.L.ming to
a.OGoci.at.c call
datoa to content

surveillance
Stll.t\ll!l Kes6agc

COntinuity Cheek
(C-Tone)

standard1.:~

deli~ery ~nterf4ce

l"oatul:'c ,St,atus
He08&9- .

Poet. cut-through
dial.Log :and ,
• .Lqnal1.nq

c:.p:&blUtytllOUld ~ab1.law en'or",,"t. ace... to
.~~~~i~f c:On~~re.t\ce, ,ca1l8 .l.lpport", ~:the
.-'ieetr. ;,""1C8 (aolvcU..ng ~b8 0&11. ,~n.~.nt of
~1•• ,oll.hold). : ' ','

..... .. ." ".

.He...... wou,1.d. ''pe 08n~:t.o law ea£OCc8IRO~t ~h.t
..1~tifY' the act-lore :pan:,ie8 of a call.
speclfiaally, on a,conference call, ~~••e mo••ages
wau14 indicate whetbor,a party i. on hold, han
jai.ned OX' haG been dropped from t:.he conference ca.l.l •

• cce••. ~o all d~alin9 and sLqna11ng,ln.tOrMation
AvaUa1)le from the SUbject would .lIlform J.1lW'
enforcement of a BUb~oct'e u•• at t.at:.ures.
(ExaMpl.. include tho lola. of fla.h-hook, and other
feature keys.)

A DlABBagQ wauld be Gent to law cnforeetme.nt When ~

8ubjact. •• lIervice IIQndo a tone 0:' other ne'tvork
_ •••g.. to t.he 8ubject or Associate. '1'hie can
include notifieati.on that a. line ill ringing or b~B:y.

Information necessary to correlate call ident1.fyi.nQ
i.~o~tlon witb the call content or a
c~unicat.iQna interception.

Ke..age that would p:,o"id.e th. verification that an
interception ia eei.ll functioning on the approprLate
SUbject;.

Electronic signal that'would alert law enforcea\Ant
11 the fa-cU1.ty used ,for delivery of call content
intercept{oQ h8Sf.l1ed,orlo8~'continuity.

tfc,,1l.4 limit the number of po~entia.l d.e:J.ivery
'J.n1:G1rtilC:es law enforc:..nt ~ul4 Ileed, to ClcCQ(tW(X1aCG

,~.am 1::be indu8try.

'Me...ge, would provi.cl. affirmathe Dot.lf.i,oat1on oE
a"y dlant- 1n ....oj••t.·. .uNoW~-t;o futuro••

1I1foraation ,,0'11<1 include thOI. cU,.gLte d,1&1ed by a
.abject after the init:~l call eetup i8, cOIftPleted.

1J. separated delJ.~~y aacb pa¥ty t.o • ~lcat.10n wou14 be 'dc1.1.ve~ed

••pa.rll,~.ly t.o 1&\1: 4u~fore_ntr wi.1::hout::eOG\J>1.ning. Ill.l
t.he va1~e8 of an int.ercepted (conte~nce) caJ.l.
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NON-DISCLOSURE AGREEMENTS

In the process of gathering data for this report, the Federal Bureau of Investigation (FBn
was provided access to significant amounts of infonnation considered proprietary by solution
providers1 and carriers. This infonnation was, and is, vital to the FBI's ongoing efforts to work
cooperatively with the telecommunications industry on the development of a CALEA solution.
The FBI is very sensitive to concerns expressed by industry regarding release of this data to
outside parties, and has signed non-disclosure agreements that limit the release of any proprietary
infonnation.

Citing those non-disclosure agreements, some solution providers have required that
certain proprietary infonnation provided to the FBI during this initiative be withheld from this
report. However, solution providers have expressed a willingness to privately brief interested
Members of Congress on specific technical and price feasibility as well as development
schedules.

1 The term "solution providers" refers to traditional telecommunications equipment manufacturers as well
as other companies that are pursuing a CALEA solution.

1



I. EXECUTIVE SUMMARY

This report describes the substantial progress made to date in response to the Honorable
Harold Rogers' (R-KY) Chairman, Subcommittee on Commerce, Justice, State, the Judiciary and
Related Agencies, House Appropriations Committee, request for certain CALEA implementation
information. In so doing, the report provides a snapshot of ongoing FBI and industry CALEA
implementation efforts. Information exchanged as a result of this initiative has greatly assisted
all parties as they continue to work toward development and deployment of CALEA solutions.

At the conclusion of a 10/22/97 meeting with representatives of law enforcement and the
telecommunications industry, Chairman Rogers requested that the Department of Justice (DOJ)
achieve the following goals by 01/05/98:

1. Assess the technical feasibility of certain CALEA capability requirements (punch
list), and determine the price of those capabilities

','J1V'WLll two signed "cooperative agreements"
3. Obtain a timeline for possible CALEA solution deployment.

Status

In response, the FBI assigned teams of personnel, including representatives of state and
local law enforcement, to specific solution providers to expand ongoing technical and price
discussions and enter into cooperative agreements if appropriate. Teams were assigned to Nortel,
Lucent Technologies (Lucent), Siemens Telecom Networks (Siemens), and Motorola Cellular
Infrastructure Group (CIG) due to the significance of their switching platforms to law
enforcement. Additionally, the FBI pursued discussions with Bell Emergis, a company
developing a network-based CALEA solution. Several telecommunications carriers were also
approached to aid law enforcement in interpreting solution information and providing network
impact assessments. Continuing on efforts begun in July 1997, the FBI held over 20 substantive
technical and business meetings with members of industry between 10/22/97 and 12/15/97 (see
Appendix A). CALEA implementation has reached a point where:

• Certain solution providers are expected to make available specific switch-based
and network-based CALEA solutions in 1998;2

• One major carrier anticipates testing a network-based CALEA solution in early
1998;

• Solution providers participating in this initiative have the technical ability to meet
the intent3 of nearly all CALEA capability requirements;

2 A more complete description of the differences between switch-based and network-based CALEA
solutions is provided in section III.

3 Solution providers have either confirmed the ability to meet the CALEA capability requirements or

supply the equivalent information by alternative means.

2



• Agreements for continued cooperation between industry and law enforcement are
in place. Additional agreements are expected in the coming weeks.

As a result ofthese efforts, a clearer picture of CALEA's technical feasibility, potential
solution prices and deployment timelines has emerged. Law enforcement and solution providers
now have a shared understanding of the technical feasibility of a switch-based CALEA
capability, yielding significant benefits to all parties. For example, Nortel stated that this
understanding may result in a 25 percent reduction in the level of the development effort that was
previously estimated. This solution includes the punch list capabilities. These discussions have
also allowed switch manufacturers to provide law enforcement with more detailed estimates of
solution prices and deployment timelines.

Additionally, the FBI continues to have very promising discussions with Bell Emergis, a
company pursuing a network-based CALEA solution. Bell Emergis claims to have completed
development of a CALEA solution that meets most of CALEA's capability requirements. Bell
Emergis has proactively sought to establish contact with the carrier community, and the initial
response from various carriers has been encouraging. The company intends to have its solution
available to carriers in the second quarter of 1998, before the 10/25/98 capability compliance
date. The FBI is currently analyzing the product's technical and fiscal feasibility.

The following table summarizes the information provided by industry during the
preceding two months. In addition to the solution provider data presented below, GTE, a carrier,
has forwarded a signed cooperative agreement detailing the conditions under which it will
continue to provide assistance to the FBI. The FBI expects to use this proposal as the basis for
further negotiation with GTE.

Information made aVllllable to the FBI, but covered under eXlstmg non-disclosure agreements With mdustry. Data has
been withheld from this report at the manufacturer's request.
Agreement in Principle (AlP): Written agreement between parties to continue working toward development of a solution.
At the request of the manufacturer, no face-to-face meetings have been held to date between Lucent and the FBI to
confirm technical feasibility.
Memorandum of Understanding (MOU): Written agreement between parties to continue working toward development of
a solution.

t

tt

*

ttt

Solution Technical Price Solution Agreement
Provider Feasibility Estimate Availability Status

Motorola Partial * * Draft AIpt

EMX.2S00, 5000
,

received by the FBI

Lucent Yestt * 3Q1999 None
5ESS

Siemens Partial * Two phases None
EWSD lQ2000 -IQ2001

Nortel Partial * Two phases Pending
DMS·l00 4Q1998 - 2Q2000

Bell Emergis Partial Estimate supplied 3Ql998 Signed MOUttt

(see page 13) received by the FBI
..
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distinction can be drawn between solution providers' partial ability to meet CALEA's
capability requirements and its ability to meet the intent of those same requirements. In some
cases, individual switch designs and architectures constrain solution providers' ability to fully
meet CALEA'scapability requirements. According to solution providers, the technical obstacles
for some switches are so severe that the provision of certain CALEA capability requirements is
either technically infeasible or cost prohibitive. In these cases, the FBI has noted the solution
provider as having a "partial" ability to meet CALEA's capability requirements. In other cases,
technical limitations have led to discussions of alternative means of providing necessary
evidentiary and minimization data to law enforcement. Where alternative methods have been
identified by a solution provider, the FBI has noted that the solution provider has the ability to
meet the "intent" of CALEA's capability requirements.

Price and technical information has afforded the FBI greater insight into when and how
much money may be required from the Telecommunications Carrier Compliance Fund (TCCF).
It is anticipated that this information flow will continue as solution providers proceed through
their normal business processes, allowing the FBI to more accurately estimate fiscal year
reimbursement needs. In fact, Nortel has told law enforcement that the first phase of their
switch-based CALEA solution may be available for purchase by carriers as early as the third
quarter of 1998.

Additionally, Bell Emergis has indications that several carriers are very interested in its
network-based solution. The FBI has been approached by one carrier to participate in testing the
Bell Emergis solution in early 1998. At the request of the carrier, its name is being withheld
from this report. Should these solutions prove to be CALEA-compliant and reasonable in cost,
the FBI could begin the reimbursement process during Fiscal Year (FY) 1998.
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II. INTRODUCTION

As the end-user of the CALEA solution, law enforcement has a great deal at stake in
ensuring the necessary functionality of any developed solution. The evidentiary information
obtained through electronic surveillance is critical to preserving the safety and security of the
American public through the apprehension and successful prosecution of criminals. A solution
that does not meet CALEA capability requirements puts at risk evidentiary information required
by law enforcement and prosecutors to obtain a conviction in a court of law.

Despite law enforcement's dependence on the functionality of a solution, section 103 of
CALEA prohibits law enforcement from requiring specific solution requirements. Additionally,
unlike traditional government procurement efforts, law enforcement is unable to influence a
specific solution price. Rather, CALEA is a reimbursement effort, with law enforcement as the
entity for evaluating proposed solutions, determining the reasonableness of any price and
reimbursing industry for certain eligible CALEA costs. Law enforcement's role throughout the
design, development and deployment of a CALEA solution is twofold: first, to assist industry in
its understanding of law enforcement's electronic surveillance capability requirements; and
second, to evaluate any solution's technical feasibility and cost effectiveness.

an attempt to move the CALEA implementation process forward, Chairman Rogers
met with representatives of the telecommunications industry and law enforcement on 10/22/97 to
discuss several outstanding issues regarding CALEA's implementation. At the conclusion of the
meeting, Chairman Rogers requested that DOJ and industry work together to provide the
Appropriations Committee with CALEA solution cost and schedule information by 01105/98.4 In
accordance with Chairman Rogers' request, the FBI worked with solution providers and carriers
in a cooperative effort to achieve the following specific goals, summarized below:

Prepare per-platform technical feasibility studies for CALEA capabilities, including
punch list items, to aid in determining price
The FBI worked with solution providers to obtain a shared understanding of the technical
feasibility of CALEA capability requirements. Once complexity and technical feasibility
were better understood, a level of effort comparison to features of similar complexity was
employed to estimate a CALEA solution price.

Execute two cooperative agreements with industry
The FBI sought to use the cooperative agreement initiative to accomplish two objectives:
first, to create a mutually acceptable process by which solution providers and carriers
could share solution price, technical and development information with law enforcement;
and second, to lay the foundation for follow-on contractual agreements for the
reimbursement of carriers for the purchase of commercially available solutions.

4 Pursuant to a 12131/97 letter from Assistant Attorney General for Administration Stephen R. Colgate to

Chairman Harold Rogers, the 01/05198 deadline was postponed until 01/26198.
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Obtain an accurate timeline for solution deployment
Solution providers will develop and release CALEA solutions in accordance with their
established business processes and cycles. The FBI has no influence over these solution
provider determined development cycles. Upon obtaining a technical feasibility
assessment, the FBI asked solution providers to provide product release schedules for the
CALEA feature.

It is important to note that telecommunications switch manufacturers will develop the
CALEA feature as they would any other feature to be included in a software release. That
development process can be described as: identification of customer needs, feature functionality
specification, feature development with carrier participation, testing in both a laboratory
environment and as a first office application in carriers' network, and systems deployment. It is
clear that some manufacturers are further along in the development process than others. Indeed,
some manufacturers are well into the CALEA solution development stage, while some are still
working with law enforcement to refine feature requirements. In the normal course of the
development process, it is expected that more detailed technical and price information will be
made available to law enforcement to make an assessment of the solution. The FBI will continue
working with each individual manufacturer in an appropriate manner to move their processes
forward as quickly as possible.

III. ACTIVITIES

In responding to Chairman Rogers' request, the FBI relied on previously established
working relationships with key members of the telecommunications industry. Consistent with
the CALEA Implementation Plan submitted to Congress in March 1996, the FBI had established
relationships with solution providers of certain prioritized switch equipment. Previous analyses
of historical intercept activity demonstrated that approximately 90 percent of wireline
interceptions occurred on Nortel, Lucent, and Siemens switches.5 Motorola was identified due to
its significant presence in the wireless market and its willingness to participate.

Competitive sensitivities, market positions, switch architectures and product development
cycles vary widely among switch manufacturers. To maximize its efforts, the FBI developed a
customized outreach approach for each solution provider. Five "Industry Teams" were formed,
with each team assigned a specific solution provider with whom to continue technical and price
discussions and sign cooperative agreements, if appropriate. Teams were assigned to Nortel,
Lucent Technologies, Siemens, and Motorola due to the significance of their switching platforms
to law enforcement. Additionally, discussions were also pursued with Bell Emergis, a firm
developing a network-based CALEA solution.

5 Based on a 1996 nationwide FBI survey of law enforcement and industry electronic intercept records

between January 1993 and March 1995.
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A switch-based CALEA solution requires modifying internal switch software, and
potentially necessitates hardware changes. A network-based solution does not require that a
switch manufacturer make internal switch software or hardware modifications in order for the
end-office switch utilized by a carrier to provide the capability requirements of CALEA. Instead,
carriers choosing to employ a network-based solution must make only minor configuration
changes to individual switches. These limited changes are expected to be easy for a carrier to
implement and are consistent with normal carrier modifications, such as changes to switch
translations (the instruction set necessary for call direction and completion). No development
work on the part of a switch manufacturer would be necessary for the switch itself when
network-based solutions are used.

As any CALEA solution will be deployed on networks owned and operated by
telecommunications carriers, carrier perspective and input into the design, development and
deployment activities is vital. Several carriers were approached to aid law enforcement in
obtaining and interpreting technical and price information provided by solution providers.
Additionally, the FBI sought carrier cooperation in providing, when appropriate, network impact
assessments and access to lab facilities for solution testing.

Each industry team, as mentioned previously in this section, was led by an FBI Program
Manager and included a representative from state and/or local law enforcement. The teams were
supported by subject matter experts familiar with the technical operations of the solution
providers' product line.

Technical and Price Feasibility Initiative

Once formed, industry teams contacted their respective solution provider to initiate a
series of detailed technical meetings to discuss CALEA solution feasibility. From 10/23/97
through 12/15/97, law enforcement conducted numerous detailed technical meetings with
solution providers and carriers. During these substantive meetings, law enforcement's
requirements were translated into specific switch functionalities to determine how (and whether)
a capability was feasible on a given switch platform. The goal of the effort was to clarify
CALEA capability requirements within the context of (and with regard to any technical
constraints inherent in) each manufacturer's switch or proposed CALEA solution.

Whenever possible, where a capability presented serious technical obstacles for a
particular solution, technical alternatives that provided law enforcement with the necessary
evidentiary and minimization data sought by that capability were identified and evaluated.
However, detailed technical alternatives for CALEA capabilities are not presented in this report
due to non-disclosure agreements. After discussing CALEA's requirements for reasonableness
in cost reimbursements with manufacturers, the FBI relied solely on industry-provided price
estimates.
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Cooperative Agreement Initiative

Concurrently with the technical feasibility initiative, the FBI approached manufacturers
and carriers in order to clarify the roles and responsibilities of all parties through cooperative
agreements. The FBI's main objective in signing cooperative agreements was twofold. First, the
FBI sought to create a mutually acceptable process whereby industry and law enforcement could
continue to share relevant cost, schedule, and technical data. Second, the agreements were
intended to lay the foundation for follow-on contractual agreements for the reimbursement of
carriers for the purchase of commercially available solutions.

The appropriate form and content of the cooperative agreement document had to be
determined. The document needed to address the competitive sensitivities of industry, while still
providing a meaningful document that committed the parties to move the process forward. To
accomplish these objectives, Agreements in Principle (AlP) or Memoranda of Understanding
(MOU) for solution providers and a Statement of Work (SOW) for carriers were drafted. The
AlPs or MOUs committed solution providers to supply the Government with technical and price
information and dates for solution availability, while the SOWs sought the carriers' perspective
in interpreting technical and price data provided by solution providers. These documents were
modified as necessary in response to the specific comments of each solution provider or carrier.

Solution Deployment Timeline Initiative

Solution providers were able to provide law enforcement with technical feasibility and
approximate dates for solution availability. These availability dates vary depending on how far a
solution provider has progressed in its solution-development cycle (see Appendix B). Since
carriers cannot begin their deployment process until a solution is available, these individual
variations will influence the timeline for CALEA deployment. In several cases, manufacturers
plan to release their CALEA solutions over multiple software product releases.

IV. RESULTS

Varying levels of industry cooperation and the presence of non-disclosure agreements
have impacted the level of detail and quantity of information provided in this report. Some
solution providers were very receptive to the FBI's data requests, sharing detailed, per-capability
technical and price data with law enforcement. Other solution providers were more reluctant to
participate, providing only aggregate CALEA price and technical data. Still others provided the
FBI with information, but did not allow its publication in this report.

Additionally, technical feasibility, price, and deployment timeline information presented
in this report is based solely on information provided by industry. By necessity, the FBI has
relied on industry to faithfully and accurately reflect CALEA's complexity and price based on
solution providers' inherent knowledge of their switching platform and their carriers' network
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architecture. As more carriers and solution providers become involved in the weeks and months
ahead, the FBI anticipates additional data will be forthcoming from industry. As it has done in
the past, when the information is made available to the FBI, appropriate analyses will be
performed.

Technical Feasibility Initiative

The technical feasibility of CALEA required assistance capabilities as outlined in section
103 varies among switching platforms due to differences in individual switch architectures and
solution approaches. (For a description of the capabilities missing from the current standard, i.e.,
punch list capabilities, see Appendix C.) Solution providers are able to characterize the relative
complexity of the development of punch list items for their switching platforms. A capability
characterized as easy by one solution provider may be characterized as very difficult (i.e., though
not technically impossible) by another. Where technical constraints existed, face-to-face
discussions between law enforcement and solution providers often resulted in the identification
of technical alternatives that provided law enforcement with the necessary evidentiary and
minimization assistance sought by that particular capability. As a result, technical concerns
regarding CALEA's capability requirements previously considered technically difficult to
develop have diminished.

It is important to note that the level of technical complexity is subject to the interpretation
of each solution provider and cannot be compared with other solution providers' analyses. The
following paragraphs describe solution providers' technical feasibility information permitted to
be disclosed under non-disclosure agreements:

Motorola (EMX 2500, EMX 5000)

The FBI held four technical discussions with Motorola to determine technical feasibility on the
EMX 2500 and 5000 cellular switching platforms. During the course of those meetings, Motorola
provided the FBI with detailed technical feasibility information for its proposed CALEA solution.

Motorola assessed the punch list capability items as technically feasible with the following
exceptions which they characterize as more technically difficult:

• Capability #3 - Access to subject-initiated feature key dialing and signaling

• Capability #4 - Notification Message, In-band and Out-of-band signaling

• Capability #9 - Feature Status Message

• Capability #11 - Separated Delivery.

Based on non-disclosure agreements, Motorola requested that more detailed technical feasibility
information be withheld from this report. Motorola and the FBI have agreed to continue
evaluating alternative methods of meeting CALEA's capability requirements.
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Nortel (DMS-100 Family)

The FBI and Nortel held five technical meetings and frequent telephone calls to discuss the
technical feasibility on its DMS-loo family of switches. The DMS-l00 family of switches is
technically capable of meeting the intent of all of law enforcement's CALEA requirements. In
keeping with normal product-development processes, Nortel's CALEA solution is scheduled to
be implemented in a phased approach of at least two software releases.

Nortel assessed the development effort necessary for the punch list capability items as low to
moderate with the following exceptions:

• Capability #2 - Party Hold, Party Join, Party Drop Message, as described by law
enforcement, is viewed by Nortel as difficult. However, Nortel can generally meet the
intent of this requirement by alternative means.

• Capability #3 -Access to subject-initiated feature key dialing and signaling

• Capability #4 - Notification Message, In-band and Out-of-band signaling

• Capability #9 - Feature Status Message.

These requirements (#3, #4, and #9), as described by law enforcement, are viewed by
Nortel as very difficult. However, Nortel can meet the intent of these requirements by
alternative means.

• Capability #11 - Separated Delivery - This requirement, as described by law
enforcement, is viewed by Nortel as extremely difficult. However, Nortel has described
an alternative that law enforcement is currently evaluating.

Lucent (5ESS)

While technical feasibility information for the 5ESS was provided to the FBI, at Lucent's
request, no face-to-face meetings have been held to date with the FBI as part of this initiative.
Lucent's current assessment is that all CALEA capabilities are technically feasible on the 5ESS.
Face-to-face technical meetings are expected between Lucent and the FBI beginning in early
1998, at which time the FBI will be better able to evaluate Lucent's current estimate of technical
feasibility.

Lucent assessed the development effort necessary for the punch list capability items as low to
moderate with the following exceptions:

• Capability #11 - Separated Delivery - This requirement, as described by law
enforcement, is viewed by Lucent as extremely difficult.
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Siemens (EWSD)

The FBI and Siemens held six technical meetings to discuss technical feasibility on the EWSD
switching platfonn. The EWSD switch platfonn is technically capable of meeting the intent of
all of law enforcement's CALEA requirements. Siemens does have concerns based on the
technical complexity of certain capability requirements and available staff resources. These
concerns have resulted in Siemens' decision to implement CALEA in a phased approach
incorporating two or more software releases.

Siemens assessed the development effort necessary for the punch list capability items as low to
moderate with the following exceptions:

• Capability #1 - Content of conference calls

• Capability #10 - Dialed digit extraction, as described by law enforcement, is viewed by
Siemens as extremely difficult.

Siemens' rough estimate of availability of these two punch list capabilities is 2001. Based on
this infonnation, and until such time that these capabilities are developed, the FBI has noted
Siemens' ability to meet CALEA's capability requirements as "partial."

Bell Emergis

Bell Emergis' network-based solution does not require the modification of each and every end­
office switch. Instead, the Bell Emergis solution would operate in conjunction with the Signaling
System 7 (SS7) network, which today provides inter-switch call set-up for approximately 90% of
the access lines nationwide. Both wireline and wireless networks utilize the SS7 network in
providing telecommunications service.

Beginning last July, the FBI and Bell Emergis held numerous detailed technical meetings to
assess the Bell Emergis solution's ability to meet CALEA requirements. Bell Emergis claims its
solution is technically capable of meeting virtually all of CALEA's capability requirements. Bell
Emergis is proactively pursuing a partnered approach with the carrier community, which it
anticipates will enhance its ability to meet CALEA capability requirements. The initial response
from several carriers has been encouraging. The Bell Emergis solution is expected to undergo
carrier evaluation during the first quarter of 1998. Carriers have expressed an interest in
involving the FBI in this process.

Bell Emergis assessed the development effort necessary for the punch list capability items as low
to moderate with the following exceptions:

• Capability #3 -Access to subject-initiated feature key dialing and signaling

• Capability #4 - Notification Message, In-band and Out-of-band signaling
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• Capability #9 - Feature Status Message requirement, as described by law enforcement,
is viewed by Bell Emergis as beyond the capabilities of its solution. However, Bell
Emergis can meet the intent of this requirement by alternative means.

As solution providers continue their normal development processes, detailed solution
documentation will be produced and made available to law enforcement. These documents will
allow the FBI to more thoroughly assess any solution's ability to meet CALEA capability
requirements.

Price Estimation Initiative

The same manufacturer-specific characteristics that cause variations in technical
feasibility among switching platforms cause price variations. A better understanding of the
technical requirements of CALEA enabled most solution providers to provide the FBI with more
refined price estimates. In some cases, however, pricing information obtained by the FBI comes
with an accuracy disclaimer of plus or minus 100 percent from the solution providers.6

Furthermore, prices charged by solution providers may change depending on reimbursement
strategies agreed to by industry and the Government. Those strategies include, but are not
limited to, possible per-access line pricing and nationwide buy-out, (whereby the Government
funds feature development or purchases the results of the development efforts directly from the
vendor. The solution is then made available to all carriers utilizing the specific switch.)
Consistent with ongoing efforts to properly steward taxpayer dollars, the FBI plans to analyze
industry-provided pricing data in the coming months.

Motorola (EMX 2500, EMX 5000)

Motorola has provided the FBI with initial price estimates for a CALEA solution. Based on non­
disclosure agreements, Motorola did not to allow the FBI to publish CALEA solution pricing
information in this report.

Nortel (DMS-100 Family)

Nortel has had the most extensive technical and price discussions with law enforcement, and
based on the data provided to the FBI at this time, are furthest along in the development process
among switch manufacturers. Nortel believes that recent discussions with law enforcement have
resulted in a 25 percent reduction in its previously estimated level of development effort. Nortel
has provided the FBI with preliminary solution prices based on a nation-wide buyout of its
solution for the DMS-l00 family of switches, but did not allow the FBI to disclose that price in a
publicly available document.

6 Lucent Technologies
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Lucent (5ESS)

Lucent has provided the FBI with a "first-pass" (initial) price estimate for developing a CALEA
solution. Due to its preliminary stage of CALEA solution development, Lucent stated that this
price estimate had an accuracy of "plus or minus 100%." Based on non-disclosure agreements,
Lucent did not allow the FBI to publish specific pricing information in this report. Lucent has
notified the FBI that, as development work continues, Lucent will provide a more refined
"second-pass" price estimate by 02/14/98. The FBI anticipates that, as law enforcement's
technical requirements are further discussed and clarified in upcoming face-to-face technical
meetings, price estimates will become more accurate.

Siemens (EWSD)

Siemens has provided the FBI with initial price estimates for a CALEA solution. Based on non­
disclosure agreements, Siemens did not allow the FBI to publish CALEA pricing information in
this report.

Bell Emergis

Bell Emergis' current price estimate to provide a CALEA network-based solution through-out
the United States is approximately $540 million. However, upon successful completion of field
trials and subject to negotiations with the carriers, Bell Emergis believes that a volume-based
discount is achievable. Bell Emergis has stated that, "subject to a national commitment by the
wireline operating companies for deployment and full reimbursement by the Government to the
carriers, the current budget estimates of $500 million is more than sufficient to meet (law
enforcement's) needs." (12/29/97 letter from Bell Emergis)

Cooperative Agreement Initiative

The FBI has pursued Agreements in Principle, Memoranda of Understanding and/or
Cooperative Agreements that reflect each participants' role in CALEA solution development.
Agreements in Principle or Memoranda of Understanding with solution providers for the
continued provision of necessary technical and price data is consistent with the industry's normal
business process. Further, Cooperative Agreements with carriers for the analysis of proposed
technical solutions and testing of those solutions in their networks are considered appropriate by
the industry and law enforcement. Upon reaching agreements on CALEA solutions, the FBI
anticipates that these agreements will lay the foundation for future cooperative contractual
agreements for the deployment of a CALEA-compliant solution.

Motorola (EMX 2500, EMX 5000)

On 12/16/97, Motorola CIG responded to the FBI's proposed Agreement in Principle. Motorola
accepted each of the FBI's proposed clauses and, as suggested by the FBI, proposed additional
terms and conditions particular to CIG's situation. The FBI is evaluating these additional clauses
and will use this document as the basis for a final Agreement in Principle.
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Nortel (DMS-1OO Family)

Nortel is at an advanced stage of solution development. In order to keep pace with technical
progress made to date, Nortel has chosen to forego the preliminary Agreement in Principle and
focus instead on pursuing contractual agreements with the Government for the actual purchase of
its CALEA solution for its DMS-l00 family of switches.

Lucent (5ESS)

To date, the FBI and Lucent have been unable to reach consensus on the appropriate agreement
vehicle. Based on its experience with other solution providers, upcoming technical and business
face-to-face meetings with Lucent are expected to facilitate a resolution of an appropriate
agreement vehicle.

Siemens (EWSD)

Although no agreement has yet been signed between the FBI and Siemens, both parties have
agreed to continue their technical and business discussions into the first quarter of 1998.

Bell Emergis

Bell Emergis and the FBI have signed a Memorandum of Understanding which outlines the
intentions of both parties. Both agree to move forward expeditiously with information sharing,
testing and other activities to facilitate the availability of a CALEA-compliant solution before the
10125198 capability compliance date.

GTE

In response to ongoing discussions, the FBI received a signed Cooperative Agreement from GTE
on 12/23/97. This document puts forth the conditions under which GTE will continue working
with the FBI to interpret manufacturer-provided technical and deployment data. The FBI and
GTE are working together to resolve remaining points of difference and hope to craft a final
agreement in early 1998.

Other

One major telecommunications carrier has entered into a Letter of Intent to work with Bell
Emergis to begin testing of the Bell Emergis solution in its network. The carrier, who requested
that its name be withheld from this report, has requested FBI involvement in the testing process
to ensure that all of CALEA's capability requirements are met.

Solution Deployment TimeUne Initiative

CALEA solution deployment is dependent on individual solution provider product­
development cycles and carrier deployment processes. As a result of technical discussions with

14



law enforcement, solution providers have provided estimated dates for solution availability (see
Appendix B). Solution deployment is also dependent on carrier purchase decisions, availability
of TCCF funds for reimbursement, and individual carrier deployment schedules. Solution
providers' progress in designing, developing and making available a CALEA solution is
independent of industry adoption of a CALEA standard.

Additionally, law enforcement recognizes that for some switches, a CALEA solution may
need to be phased in through routine switch software releases and upgrades. The realities of
technical solution development and the impact of sO'lution deployment in the network are not lost
on law enforcement. Each successive phase will be vital for law enforcement, as solution
providers and carriers ensure that all CALEA capability requirements are available as soon as
possible. Law enforcement will continue to support the good-faith efforts of solution providers
and carriers in developing a CALEA solution.

v. CONCLUSION

The substantial progress made in the past seventy-four days provides a snapshot of
ongoing CALEA implementation efforts; efforts that began years ago and will continue in 1998.
The likely availability of end-office switch-based and network-based CALEA solutions in the
near term is a very positive step toward meeting critical law enforcement and public safety needs.
Additionally, the availability ofthese solutions will directly impact on the Government's need to
access TCCF funds in 1998. The recent face-to-face technical discussions between law
enforcement and solution providers have diminished many solution providers' concerns
regarding CALEA's capability requirements which were previously considered technically
difficult to develop. As a result, participating solution providers are now able to assess and
develop CALEA's capability requirements in their entirety, without differentiating those
capabilities referred to as the punch list. Finally, previous technical feasibility and price
estimates have been replaced with more definitive assessments of solution providers' ability to
provide a CALEA-compliant solution. As the FBI works with solution providers as they
continue their development process, the quality and quantity of this data will improve.

The future of CALEA implementation is directly tied to the continued cooperation of
industry. For those solution providers and carriers with whom the FBI is currently working, the
agreements in the past two months ensure that vital information exchanges will continue, and lay
the foundation for follow-on contractual agreements for the delivery of CALEA solutions. For
those industry participants who are not yet totally involved, the FBI will endeavor to expand
discussions to involve a broader base of the carrier and solution provider communities. The
technical feasibility, price analysis, and deployment timelines for the solutions identified in this
report will be used as a model for additional switching platforms to move solution providers
further along in their normal business process.
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